Please follow the following steps:

1. Toopen acommand prompt, click Start, click Run, Type cmd and then click
OK.
Y ou will see a screen like the following.

Y C'\WINDOWS\syslemBZlcmd exe

wozoft Windows XP [Uersion 5.1.26H801
(C) Copyright 1285-2001 Microsoft Corp.

C:“Documentsz and Settings™~Daniel>

Typeipconfig/all and then hit enter
Y ou will seethe following values, these are from my computer, yours may be
different, does are related to your router settings.



Select C:AWINDOWS\system32\cmd.exe

Microszoft Windows XP [Uerzion 5.1.26001
(C» Gopyright 1985-28@1 Microsoft Corp.
IC:“Documents and Settings“DanielXipconfig
Hindows IP Configuration
Host Hame . . . - - daniel—-comp
Primary Dns Sufflx . -
Mode Type . . . - - Unknouwn
IF Routing Enabled. . - - Mo
WINS Proxy Enabled. . -
DHS Suffix Seawrch List. . .

Mo
hzdl.fl.comcast.net.

Ethernet adapter Wireless MNetwork Connection 3:

Connection—specific DHS Suffix hsdl . fl.comcast.ne
Description - . . . . . . IEEE 882 .11g leeless Cardbus ~PGI

Physical Address. . B8—-48-F4-DA—1A-AE
Dhcp Enabled. . . . Yes
Autoconf iguration d Yes

apter

IP Address. . . 192 _168.168.181
Subnet Mask . . 255.255.255.8
Default Gateway 192 .168.18.1
DHCP Server . . 192_168.18.1
DMS Servers . . 68 _B87.74. 162
6B .87.68B.162 /M
Lease Obtained. .. Wednesday, March 21, 2087 9:23:24 PH

Lease Expires . - - Thursday,. March 22, 28087 2:23:24 PH

I .«

Ethernet adapter Local Area

Media State . . . Media disconnected

Description . . . Realtek RIL813?-818x Family Fast Eth
ernet MIC

Physical Address. : A8—11-DB—45-AF-57

2. To open Network Connections, click Start, click Control Panel, click Network
and Internet Connection and then click Network Connections.

You will seethe following screen



" Network Connections |:| |§ g|
File Edit ‘iew Fawvarites Toals  Advanced  Help ﬂ,"
@ Back - k,_,) lﬁ p Search H—L' Folders v
Address | & Network Cannections v| Go

#| LAN or High-Speed Internet

Metwork Tasks

Local Area Connection 2
(reate a new Mebwork cable unplugoged, Fire...
connectian s Realkek RTLE139/810x Family ...
Set up a home or small
office network Wireless Nebwaork Connection 3
ﬁ Change Windows Cofqecked, Firewalled
Firewall settings L i IEERME0Z. 11g Wireless Cardbu...

See Also ¥irtual Private Metwork

JJ Network 2 st
Troubleshooter Disconnecked, Firewalled
T/ Wan Miniport (PPTR)

Other Places

G’ Control Panel
& My Network Places

My Documenks
i My Computer

b

Details

Metwork Connections
System Folder

3 objects

Now choose your network connection. If your computer is connected with awire to
the router you must choose Local Area Connection, but if it iswireless connection
then chose Wireless Network Connection.

After you highlight your connection do a RIGHT CLICK and select Properties at the
end of thelist. You ‘Il seethe following screen.



-+ Wireless Network Connection 3 Properties E|[z|

General |'W'ire|ess Metworks | Advanced

Connect uging:

EZ |EEE 802119 Wireless Cardbus/PCI

Thiz connection uzes the following items:

% Client for Microsoft Webworks

.@ File and Printer Sharing for Microsoft Metworks
BQDS Packet Scheduler

Internet Protocal [TCRARP]

[ [nztall.. [ rinztall Froperties

Drezcription

Tranzmizzion Control Protocald/nternet Protocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarks.

Show icon in notification area when connected
Matify me when thiz connection haz limited ar no connectivity

[ OF. % [ Cancel ]

Now highlight Internet Protocol (TCP/IP) and click Properties



Internet Protocol (TCP/IP) Properties

General

Y'ou can get IP settings azsigned automatically if wour nebwork, supparts
thiz capability. Othemnwize, you need to azk vour nebwork, administrator for
the appropriate [P zetlings.

() Dbtain an IP address automatically
(%) Usze the following IP address:

IF address:
Subnet mask:

Default gateway:

(%) Uze the following DMNS server addpes
Preferred DMS server:

Alternate DMS server:

[ ak. H Cancel ]

Now imput the values that you obtain from your computer at the beginning, and click
OK and close al the previous screens until you get back to your desktop..

So far you have setup your computer with a private static |P address.
OK now open the Internet Explorer and type in the address bar the |p address that you

get for your default Gateway. ( By default Linksysis 192.168.1.1)
And click go, you will get ascreen like this.



Connect to 192.168.10.1

The server 192,168, 10,1 ak WRTS43 requires a username
and password.

Warning: This server is requesking that yaur username and

password be sent in an insecure manner (basic authentication
withaut & secure conneckion),

Iser name: | | % L}S v |

Password; | |

[ Iremember my password

[ oK H Zancel ]

The default user name and password if you did not change thisis admin, typeit in and
click OK

To ensure that your private static ip addressis not conflicting with any of the other
computers or devices in your network, make sure that you increase the starting
number for your DHCPin 5 or 10 numbers. So in this example I’ |l probably setup de
last octal at 110.



= | |‘_f‘ |£| |L|ve Search

|[2[]

File Edit view Favorites Tools Help

Links ™

o b [@Baswc Setup

=

@' B @'@Pagev@hnlsv

Internet Connection Type

Optional Settings
(required by some ISPs)

Router IP

Network Address
Server Settings (DHCP)

Time Setting

|Autorr|atic Configuration - DHCP V‘

Router Name: WRT54G
o [

WTU:

Size: W

Local IP Address:

Subnet Mask: 255.265.256.0 v

DHCP Server

Maximum Number of
DHCP Users:

Client Lease Time: El minutes (0 means one day)

Static DNS 1: [o ][0 J[o ][0 ]
Static DNS 2: [o 1[0 ][0 ][0 ]
Static DN 3: [o 1[0 ][0 ][0 ]
WS [o ][0 Jfo ][0 ]

| (GMT-05:00) Eastern Time(USA & Canada)

Automatically adjust clock for daylight saving changes

Au‘lomatlc Ci onfgurallon - 3

Domain Narm
domain name pre

Local IP Address: This is the
add of the route:

Subnet Mask: This is the
subnet mask of the router

DHCP Server: Allows the

Internet H100% v
(3 @

Now you can setup the port forwarding as follow



{= Port Range Forward - Windows Internet Explorer,

@'\T.}' - ‘@, http:ff192,168,10,1/Forward.htm V| 5| % | ‘ P
Links **
o b I@Port Range Forward I_I & - A @ - | Page - ;'_‘J' Tooks -
ADivision of isco Systems, Inc. Firmare Version: v1.020 !
Wireless-G Broadband Router WRTE4G
Applications
- ) Acce Applications
& Gan‘"ng Setup Wireless Security Res::ﬁztsi:ns & Gaming Administration Status
Port Range Forward | Port Triggering | DNZ |
.
Port Range Forwarding:
Port Range Certain applications may require
to open spe: s in order
Application Start End Protocol IP Address Enable
includ d cert:
[ywc | [s900 | w0 [5300 | [Both v| 1sziesi0 T T ey
for a certain port comes in from
[ | [o | w [0 | |Both v 15218810 El O the Internet, the router will route
the data to the computer you
[ | [0 | o [0 | [Both »| 1szies10.0 | O specify. Due to security
concerns, you may want to limit
| | |U | o |D | |Both V‘ 192_15310_@ .} port forwarding to only those
ports you are using, and
1 w [0 Both +| 18218210 uncheck the Enable checkbox
| | | | ° | | |o—l El D after you are finished.
[ | [0 | o [0 | [Both ¥| 1geiesi0[0 | [ MOES
[ ] [o | o [0 | [Both | 1s216810.[0 | O
[ | [o | o [0 | [Both »| tszies10[0 | O
[ | [0 | o [0 | [Both | 1s21e810.[0 | [O
[ ] [o | o [0 | [Both | 1s216810.[0 | O
[ & € mternat H 100w v

Click on Applications & Gaming to get the screen for port Random Forward.
Imput the name of your application and ports setting as follow

VNC 5900 5900 192.168.10.101 enable

Make sure you type your private static | P address, the one that we define before.
Click Save Settings wait for the confirmation prompt and close the internet explorer.

Now you are ready to connect from any where to your computer.

The only thing that you need to know isyour PUBLIC IP address, this is the one that
isassigned to you from your Internet Provider.

Y ou can type in your internet explorer www.ipchicken.com and you will get the
current | P assigned.

For does that do not have a static public P Address, can implement the use of a
Dynamic DNS service, basically what it does is get your current ip address form your
computer and storage it an a place where you can retrieve it back.

There are several services out there some free some you pay for the service.


http://www.ipchicken.com

| use two servicesin particular, one free (\www.dyndns,com ) for non commercial
use, they give you up to 5 different services for free. The second oneis

www .easydns.com ; this oneis for commercia use.
Wl | hope | cover all the points suggested for Michal and Leon Berkers



http://www.dyndns.com
http://www.easydns.com
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